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Self-Service Reset My Forgotten Password - Level 2
Accounts

USDA eAuthentication Level 2 account holders can reset their forgotten passwords anytime
without Help Desk assistance by using the simple self-service “Forgot my Password” feature.

Step 1 - Go to: http://www.eauth.egov.usda.gov

Step 2 - Click on Update your Account.

USDA United States Departmant of Agriculture
s YSDA eAuthentication

m About eAuthentication: Help | Contact Us | Service Centers

[ QuickLinks W 0 A\ thentication

- What is an account?

3 t nt L . .
Create an accou USDA eAuthentication is the system used by USDA agencies to enable customers to obtain

" Update your account accounts that will allow them to access USDA Web applications and services via the Internet. This
) = includes things such as submitting forms electronically, completing surveys onling, and checking
F k'('}‘é‘ozrﬁeﬂ'ﬁeata to your the status of your USDA accounts.

Administrator Links Please note that USDA will only accept eAuthentication Accounts from individuals.

» Local Registrati Currently USDA eAuthentication does not have the mechanism to issue accounts to businesses,
e ] corporations or other entities.
Authority Login

1 To apply for a USDA eAuthentication Account, please visit the Create An Account Page.

Tao find more information about the new eAuthentication Forgotten Password and Forgotten User
1D Process, please visit the Frequently Asked Questions page. MEW!
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Step 3 — Click Continue on the “Warning” page.

USDA United States Depariment of Agricuilure ‘
@ USDA eAuthentication

o — B g

Home | About eAuthentication | Help | Contact Us | Service Ceniers

S o R R A TSR R R o o o ek

This is a United States Department of Agriculture cormputer system, which ray be accessed and used only for
official Government business (or as otherwise permitted by requlation) by authorized personnel, Unauthorized
access or use of this cormputer systerm may subject violators to criminal, civil, and/or administrative action. &ll
information on this computer system may be intercepted, recorded, read, copied, and disclosed by and to
authaorized personnel for official purposes, including criminal investigations, Access or use of this computer system
by any person, whether authorized or unauthorized, constitutes consent to these terms,

o o b o b o o K K K D T L) o o o e o e ke ko o ke ke ok

eAuthentication Home | USDA gov | Site Map

k Accessibility Statement | Privacy Policy | Mon-Discrimination Statement | www. FirstGov. gov
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Step 4 - On the eAuthentication Login page, click Forgot your Password? below the
Password field.

USDA United States Depariment of Agricullure
Z YSDA eAuthentication

Home : About eAuthentication: Help @ Contact Us : Service Centers

auickLinks W o A | thentication Login

r What is an account?

- Create an account

User ID: | |
b Update r account
. Yo Forgot vour User ID7?
Administrator Links
Password: |
I Local Registration
Authority Login Forgot your Password?

Change My FPassword
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Step 5 — Enter your User ID and click Continue.

USDA United States Depariment ol Agriculture
i YSDA eAuthentication

m About eAuthentication | Help  Contact Us @ Service Centers

auickLinks =W g otten Password

& What is an account?

& Greate an account
b Update your account

Employee Links
¢ Local Registration User ID: ©
Autharity Login

Enter your User ID
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Step 6 -You will be prompted to provide the answers to two of your six security questions.
Enter your answers to these questions, and then click Continue. Please note: The fields are
not case sensitive. The answers must match the information contained in your profile; if they
do not match, you will be prompted with another set of your challenge questions. If the
answers to not match for the second set of challenge questions, a Security Challenge
Failure screen will appear asking you to wait 60 minutes or contact the ITS Service Desk.
An email with more information will be sent to your email address.

Important Note! If you are prompted to provide your PIN, Mother’s Maiden Name and Date
of Birth, enter this information and go to Step 7. If you don’t remember your PIN, contact the
ITS Service Desk at eAuthHelpDesk@ftc.usda.gov or call 1-800-457-3642.

USDA United States Deparimeant of Agricullure
Z USDA eAuthentication

m About eAuthentication | Help = Contact Us : Service Centers

flauick Links =W - ,rgotten Password

I What s an account?

I Create an account i .
Please answer your security questions
I Update your account

User I TestMPO2
Employee Links

What iz the name of the university that yvou attended?

wcit'; did you graduate high school?

Click "Continue” or click "Back” to re-enter your User ID

m Continue

I Local Registration
Autharity Login
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Step 7 — Enter a new password that meets the security requirements, in the “New Password”
box. Type the new password into the “Confirm Password” box, and then click Continue.

USDA United States Depariment of Agriculture
a USDA eAuthentication

i

| Quick Links

» What is an account?

m About eAuthentication | Help = Contact Us | Service Centers

Forgotten Password

¢ Creata an account

Password Requirements
b Update your account

Required Characters
Employee Links

e Sto 12 characters long i " .
¢ Local Registration e At least 1 of these characters: : :a\:e ene luplperc:a:te ||Eg:tter((”fb5f & tEtC\I"'
Authority Login 01 234504678 9 ave one lowercase letter (a, b, ¢, ste.)

1 # -8 % * = + 1 ; , 7 n

Restricted Information (Do Mot Use)
« Dicticnary Words
& Profile Information:
Mother's Maiden Name, Date of Birth, PIN, Your Name, Address, Phone Number, Email, etc.

For additional recommendations regarding passwords, click hers.

TestMPO2

New Password:
Confirm New Password:
( Continue | )
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Step 8 —Once your password has been successfully accepted, you will be given the
opportunity to review and/or update the answers to your six security questions and current
email address. Click Continue, when you are finished reviewing and/or updating the
information.

Please note: If you were prompted to answer Mother’s Maiden Name, Date of Birth and PIN
in Step 6, you will be ask to populate security questions for the first time.

USDA United States Department of Agricullure

ﬁ USDA eAuthentication

m About eAuthentication | Help " ContactUs : Service Centers : Service Centers

| Quick Links

: Forgotten Password
r What is an account?

¢ Greate an account
b Update your account

Employee Links Your password reset is successful.

b Local Registration Fleasze take this opportunity to review or change your security questions, answers, and current
Authority Login email address.

Verify Security Information

Use of the special characters & ; < = are not allowed.

Email: |my_accnunt@gov.gm‘ |

Cenfirm Email: |my_accnunt@gov.guw‘ |

Question: Answer:

1. | What is the name of your first pet? V| |Elernie

2. | What is the name of the university that you attended? V| |USC

3. | What is the name of the first street you remember living V| |f'.-'|ap|e

|
|
|
Windsor |
|
|

4. | What city were you born in? V|
5. | What city was your first joh in? V| |H0ust0n
6. | What city did you graduate high school? V| |Tampa
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Step 9 — The next screen confirms the information from the previous screen. Click Continue
after you have reviewed the information. If you need to make changes, click the Back button.

A

USDA United States Depariment of Agriculture
Z USDA eAuthentication

m About eAuthentication i Help = Contact Us | Service Centers

[lauick tinks W F 51 gotten Password

I What is an account?

I Greate an account

Confirm your securi uestions
I Update your account v tva

Tor Serraciness. If you necd ta male amy chanbes, plaase selest the Back bumen. - oS
F Local Registration
Authority Login Email Address: my_account@gov.gov

Question: Answer:

1. What is the name of your first pet? Bernie

2. What is the name of the university that you attended? usC

3. What is the name of the first street yvou remember living on?  Maple

4. What city were you born in? Windsor

5. What city was yvour first job in? Houston

6. What city did vou graduate high schoaol? Tampa

m Continue
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Step 10— This final screen states that your Level 2 password reset is complete. Click
Continue to navigate to the eAuthentication Home Page. The process is now complete.

Note: If you are logging into another eAuthentication-protected site, it will take up to 10
minutes to distribute your new password throughout the system.

USDA United States Depariment of Agriculture

ﬁ USDA eAuthentication

T
- m— T o R

m About eAuthentication | Help = Contact Us @ Service Centers

| Quick Links

I What is an account?

Forgotten Password

I Create an account
Password Reset Complete
I Update your account

Your password has now been set. You will need to use this password the next time you lag in.
Employee Links NOTE: You may need to wait up to 10 minutes before attempting to use your new password.
I Local Registration

Authority Login
. Continue '

Reset My Forgotten Password Technical Support

For further assistance, please review the eAuthentication FAQs or contact
the ITS Service Desk at 1-800-457-3642 or eAuthHelpDesk@ftc.usda.gov.

Updated: 5/27/2008
Page 9 of 9



