USDA

— USDA eAuthentication

Account Registration Aid
Updated: 10/31/07

This document details how USDA customers and employees can obtain a USDA eAuthentication
account that allows access to USDA Web applications and services protected by
eAuthentication. Customers may obtain an account with Level 1 or Level 2 access while USDA
federal employees may obtain an account with Level 2 access. These accounts are obtained
through an electronic self-registration process.
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EMPLOYEE ACCOUNT SELF-REGISTRATION PROCESS
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Customer Level 1 Access Self-Registration Process

To obtain a Level 1 USDA eAuthentication account, all customers must go to:
https://eauth.sc.eqov.usda.gov/eAuth/selfReqgistration/selfReglLevel1Stepl.jsp.

The four (4) steps to self-register are:
= STEP 1 of 4: Registration Form Completion
= STEP 2 of 4: User Information Verification
= STEP 3 of 4: Activation Instructions Notification
= STEP 4 of 4: Account Activation
STEP 1 of 4: Registration Form Completion

You are required to fill out the following fields:

DATA POINT CRITERIA

User ID User ID must be 6-20 characters in length.

Password e 9to 12 characters long

e Contain at least one uppercase letter
e Contain at least one lowercase letter
[ J

and/or these special characters:
1#-$%*=+:;, 7~
In addition:

and security questions or answers.

characters not listed above.
e Your password will expire after 180 days.

Contain one non-alphabetical character, which includes numbers

e Your password may not contain your first name, last name,
User ID, Mother’s Maiden Name, Date of Birth, 4-digit PIN,

¢ Do not use dictionary words, spaces, tabs, or any other special

First Name, Please enter exactly as on your State Driver’s License, State Identification
Last Name Card, or Passport.

E-Mail Please enter a valid working E-Mail address.

Country Please select the country name you currently reside in.

You can optionally fill out the following fields:

DATA POINT CRITERIA

Card, or Passport.

Middle Initial Please enter exactly as on your State Driver’s License, State ldentification

Home Please enter your current home postal/ZIP code.
Postal/ZIP Code
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After entering the information on the initial screen, click Continue.

USDA.  united states Department of Agricutture
Zal USDA eAuthentication

Quick Links ' reate an Account
¢ What is an account?

Form Approved - OMB Mo, 0503-0014 Create an Account Help
» Create an account

N et Level 1 Access

Step 1 of 4: User Information
Administrator Links If you are a USDA Federal Employee, click Employee Create an Account to continue with the

; _ USDA eAuthentication registration process.
+ Local Registration 2 b

Authority Login Public custormers should complete the infarmation below to create a USDA account. Please read

i the eAuthentication Privacy Act Statement and Public Burden Statement for more
information on how your persanal infarmation will be protscted.

&ll required fields are marked by an asterisk (*). Enter your first and last name exactly as it
appears on your government issued phota ID (e.g. state driver's license).

User ID*; | 620 characters

Password*: |— 9-12 characters
dlick here for sdditional requirements

Confirm Password*:

First Mame™*:
Middle Initial:

Last Mamne®:

Home Postal/Zip Cade:

Country Name™*: v‘

Email address must be valid to
complete registration
Ernail*:

Confirm Emai*: [ |

Figure 1: Registration Form

STEP 2 of 4: User Information Verification

On the following screen, verify the information and then click Submit.

USDA Uniled States Departiment of Agricullure
S USDA eAuthentication

Home : About eAuthentication: Help : Contact Us : Service Centers

Quick Links Create an Account

- What is an account?

) creae anaccourt | e
» Create an account Step 2 of 4: User Information Confirmation

¥ Update your account Verify your Level 1 access information,
Click the Back button to make changes or click the Submit button to create your sccount with
Employee Links Level 1 access,

© Local Registration User ID: testuserl
Autherity Login Password: #* Not Shown **

: First Name: testFirst

" Widdle Initial:
Last Hame: testLast
Home Postal/Zip Code:
Country Name: United States
Emnail: testuserl@email.com

Please werify that vour information is correct before clicking the Submit button.

euthentication Home | USDA gov | Accessibility Staternent | Privacy Palicy | Mon-Discrimination Statement

Figure 2: User Information Verification
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SECURITY CAUTION!

Once you have confirmed your eAuthentication credential, it will become your official electronic
identity online throughout USDA. Please take great care in protecting your password - it is your
responsibility to keep this electronic identity private to prevent identity theft. Please do not share
your password or write it down in an insecure location.

STEP 3 of 4: Activation Instructions Notification

After submitting your account information, the next screen informs that an activation email will
be issued to you, communicating your registration status and the necessary steps to complete the
USDA Level 1 Credentialing process. Print this page for your future reference and verify your

email address.

USDA United States Depariment of Agricullure
"-}‘"' USDA eAuthentication

po | e, # e B

Home : About eAuthentication | Help | ContactUs | Service Centers

¥ Quick Links W Create an Account

 What is an account?

Level 1 Access
Step 3 of 4: Print and Check Email

I Update your account
Administrator Links

Please print this page for future reference.

Congratulations Test xxxce, only one more step to complete your initial registration!
% k?::l.;"negl:"?:on You should receive a confirmation email within 1 hour from eAuthHelpDesk@ftc.usda.gov with
¥ Log the subject line of 'Action Regquired:Instructions to Activate your USDA Account with Level 1

= Access'
Step 4 is contained within this email, and is as simple as clicking a link to activate
your account.

The User 1D you created is : Testxxxxx
The email address you provided is: testuserl@email.com

To activate your account, you must click on the activation link pravided in the confirmation email
within 7 days. Be sure to follow the instructions provided in the confirmation email to activate
your account with Level 1 access,

NOTE: If you do not confirm your account within the required 7 days, your account
will be terminated and you will have to start the entire process over again.

If after 24 hours you do not receive the confirmation email:
1.Check your email provider filters,
2.Check your personal email filter settings.
3.Contact the ITS Service Desk at eAuthHelpDesk@ftc.usda.gov or 600-457-3642, Please
provide your User ID, first and last name, and ernail address.

Close Window

emuthentication Home | USDA.gov | Site Map

h Accessibility Staternent | Privacy Palicy | Non-Discrimination Statement | waw, First@ov, gov

Figure 3: Activation Instructions

STEP 4 of 4: Account Activation

You must verify your email address by clicking on the ACTIVATE MY ACCOUNT link within

this email:
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Level 1 Access
Step 4 of 4: Lk to Account Activation page

Clongratulations sonooms, you have successfully created a USDA e Authentication account with Level 1 access
Before you can use your account with Level 1 access yon must do the following:
. Please wait approximately 20 minutes from the receipt of this email before you can activate your account with Level 1 access.

. Activate your account within 7 days of the receipt of this email.

1
2
3. Clck ACTIVATE MY ACCOUNT

The User ID you created is: mooooon

The email address you provided is: ;oomom@fic.usda gov

FPlease print and retain tlis message for future reference.

NOTE: If you do not click on the " Activate My Account” link witlin the required 7 days, your account will be termmated and you will have to start
the entire process over again.

Once you have activated your account you will have immediate access to the USDA portals and applications that accept accounts with Level 1 access

You can view or update vour account mformation by clhcking UPDATE YOUE ACCOUNT, You can alse access your account information from the TSDA
eduthentication web site at httpSwarw eauth egov usda gow.

Ifyou need firther assistance, please email the USDA eAuthentication Help Deslke at e AuthHelpDesk@ftc usda gov

Please include the following information in vour email

» Tour first and last name

s Tour eAuthentication User ID

+ Indicate whether you are a public customer, federal emplovee, state, or district employves
» Ifyou are a federal employee, provide the name of your employing agency

s The URL (Web Address) of the Web site or application you were attemphing to access
» The text of any error messages and a detaled description of the problem

Ifyou have trouble accessing your activation link above, please copy and paste the following lnk into your browser address bar:
Figure 4: Activation Email

Once you have completed this step, you have a valid Level 1 access USDA Account. You will
see this confirmation screen:

United States Department ol Agricullure
USDA othg
 USDA eAuthentication

Home : About eAuthentication: Help : ContactUs : Service Centers

| Quick Links Account Activation

- What is an account?

b Creats an account
b Update your account Thank you, your account has been activated.

Employee Links If you are a USDA Federal Employee, no further action is needed.

b Local Registration Please wait approximately 20 minutes from the time of activation before using this account,

Authority Login If you are a public customer {or a non-USDA Federal Employee) of USDA and are

applying for a USDA Account with Level 2 access, you will still need to visit a USDA
Service Center for identity-proofing if you have not already.

If you are a public customer {or a non-USDA Federal Employee) of USDA and are
applying for a USDA Account with only Level 1 access, no further action is needed.

Close Window

‘ efuthentication Home | USDA.gov | Accessibility Statermnent | Privacy Policy | Mon-Discrimination Staternent

Figure 5: Account Activation
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Customer Level 2 Access Self-Registration Process

To obtain a Level 2 USDA eAuthentication credential, all customers must go to
https://eauth.sc.egov.usda.gov/eAuth/selfRegistration/selfRegL evel2Stepl.jsp.

The five (5) steps to self-register are:

= STEP 1 of 5: Registration Form Completion

=  STEP 2 of 5: User Information Verification

= STEP 3 of 5: Activation Instructions Notification
= STEP 4 of 5: Account Activation

= STEP 5 of 5: In-Person Identity Proofing

STEP 1 of 5: Registration Form Completion

You are required to fill out the following fields:

DATA POINT CRITERIA

User ID User ID must be 6-20 characters in length.
Password e 9to 12 characters long
e Contain at least one uppercase letter
e Contain at least one lowercase letter
e Contain one non-alphabetical character, which includes numbers
and/or these special characters:
1#-$3%*=+:;,7~

In addition:
e Your password may not contain your first name, last name, User
ID, Mother’s Maiden Name, Date of Birth, 4-digit PIN, and
security questions or answers.
e Do not use dictionary words, spaces, tabs, or any other special
characters not listed above.
e Your password will expire after 180 days.

First Name, Please enter exactly as on your State Driver’s License, State Identification
Last Name Card, or Passport.
E-Mail Please enter a valid working E-Mail address.

Home Address, | Please enter your current home address, city, and state.
Home City, and

Home State

Home Please enter your current home postal/ZIP code.
Postal/ZIP Code

Country Please select the country name you currently reside in.
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Mother’s Please enter your mother’s maiden name for security verification purposes.
Maiden Name:
4 Digit PIN: Please enter a PIN number
Date of Birth Please enter exactly as on your State Driver’s License, State Identification
Card, or Passport.

You can optionally fill out the following fields:

DATA POINT CRITERIA
Middle Initial Please enter exactly as on your State Driver’s License, State Identification
Card, or Passport.

Home Phone Please enter your current home phone.
Alternate Phone | Please enter an alternate phone.

After entering the information on the initial screen, click Continue.
(See Figure 1, next page)
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[Quicktinks W Create an Account
& What is an account?

Farrn Appraved - OMB Na, 0503-0014 Create an Account Help

) Level 2 Access
F ate your account
i SRR Step 1 of 4: User Information

Administrator Links If yvou are a USDA Federal Employee, click Employee Create an Account to continue with the

) USDA eAuthentication registration process,
& Local Registration g 2

ﬁuthnrtty.Log_in Public custorners should complete the information below to create a USDA account, Please read
I the eAuthentication Privacy Act Statement and Public Burden Statement for more
information on how yvour personal information will be protected.

all required fields are marked by an asterisl {*). Enter yvour first and last name exactly as it
appears on vour government issued photo ID {e.g. state driver's license).

User ID*: | 6-20 characters

| 9-12 Characters

Password®:

Confirm Password®:

Middle Initial:

Last Mame*:

|
|
|
First Marne®*: |
|
|
Home Address*: |

City*,

State*: L

Home Postal/Zip Code®: |

Country Mame™®: L |

Email address must be valid to complete
registration

Ernail®: | |

Confirm Ermail®: | |

Home Phone: (| |)| !l |

International Home Phone: | |
{if applicable)

Alternate Phone: (| !)| H |

International Alternate Phone: | |
{if applicable)

Mother's Maiden Marne™®: | |

4 digit PIN*: | MOTE: You cannot use a zero as the first digit
Your Date of Birth*: | | mm/ddfyyyy

Please create your 6 security questions and answers. This information will be used to
validate yvour identity if you forget your password. Each question can be used only
once.

| g | |
| g | |

Click the Continue button to go to Step 2

Continue
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Figure 1: Registration Form
STEP 2 of 5: User Information Verification

On the following screen, verify the information and then click Submit.

SECURITY CAUTION!

Once you have confirmed your eAuthentication credential, it will become your official electronic
identity online throughout USDA. Please take great care in protecting your password and the
security questions that you stored - it is your responsibility to keep this electronic identity private
to prevent identity theft. Please do not share this password or write it down in an insecure
location.

STEP 3 of 5: Activation Instructions Notification

After submitting your account information, the following screen informs that an activation email
will be issued to you communicating your registration status and the necessary steps to complete
the USDA Level 2 Credentialing process. Print this page for your future reference and verify
your email address.

USDA United Stales Depariment of Agriculture
Zl USDA eAuthentication

T —— CE - Y

Home ' About eAuthentication: Help :

Contact Us | Service Centers

| Quick Links

& What is an account?

[ createan account__ | JHREREIE
» Create an account Step 3 of 4: Print and Check Email

& Update your account

Create an Account

Please print this page for future reference.

Employee Links

Caongratulations testFirst testLast, only one more step to complete your initial registration!

& Local Registration

Authority Login You should receive a confirmation email within 1 hour from e AuthHelpDesk@usda.gov with the

subject line of 'Activate Your USDA account with Lewel 2 Access within 7 Days'
: Step 4 is contained within this email. Please refer to the instructions in the email to
complete your registratoin.

The User ID you created is : testdevZ
The email address you provided is: testdev2@ermail.com

Level 2 access activation process:

1.Click on the email confirmation link provided in the email within 7 days. Be sure to follow the
instructions provided in the confirmation email. If you do not click on the email
confirmation link within the required 7 days, your account will be terminated and
you will have to start the entire process over again.

NOTE: Once you click the smail canfirmation link in the email, you will have an account with
limited access that allows you te rewiew your account information enline.

2.Go to the eAuthentication web site at www eauth.egov.usda.gov and click on "Update Your
Account” link and login to review the account information you provided to ensure it is correct
(e.q. first name, last name, etc. are the same as your government issued photo ID),

3.Take your government issued phota ID (e.g. state issued driver's license) and present it in
person to @ USDA Local Registration Autharity (LRA) for activation of your account with Level 2
access. Ta find the nearest USDA Service Center office go to http://offices.usda.gov

NOTE: Until a USDA Local Registration Authority (LRA) activates your account with
Level 2 access, you will NOT be able to conduct official electronic business
transactions with the USDA via the Internet.

If after 24 hours you do not receive the confirmation email:

1.Check your email provider filters.

2.Check your personal email filter settings.

3.Contact the eduthentication helpdesk at eAuthHelpDesk@usda.gov. Please provide your User
1D, first and last name, and email address.

Close Window

eAuthentication Home | USDA gov | Accessibility Staternent | Privacy Palicy | Non-Discrimina tion Staternent
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Figure 3: Activation Instructions

STEP 4 of 5: Account Activation

You must verify your email address by clicking on the link ACTIVATE MY ACCOUNT within
this email.

Level 2 Access
Step 4 of 4: Link to Account Activation page

Congratulations |, you have successfully created a TSDA eAuthentication account
Before you can use vour account with Level 2 access vou must do the followmg:
. Please wait approxunately 20 minutes from the receipt of this email before you can activate your account with Level 2 access.

. Activate your account within 7 days of the receipt of this email.
. Click ACTIVATE MY ACCOUNT

LD

IOTE: Onee you click the activation linke, vou will have an account with limited access that allows you to review your account mformation online.

4. Go to the USDA eAuthentication web site at http: //www.eauth egov.nsda.gov and click on " Update Yom Account” Ink and logm to review the
same account mfornation you provided to ensure it 1s corvect (e.g. first name, last name, etc. are the same as yow govt. issued photo ID).
You can also review or update your account information by clicking UFDATE YOUR ACCOUNT.

5. Take yowr government issued photo IT} (e.g. state issued drivers license) and present it m person to a Local Regstration Authority (LRA)
who can activate your account with Level 2 access. Most LRAs are located at a USDA Service Center office, to find the nearest USDA
Service Center office go to http: /offices. sc egov.usda gov/locator'app

NOTE: Until a USDA Service Center Local Registration Authority (LRA) activates yvour account with Level 2 access, you will NOT be able
to conduct official electronic busmess transactions with the USDA via the Internet.

The User ID you created is: xooomm

The email address you provided is: moooom@oo.usda. 2oy

Please print and retain this message for your future reference.

One hour after your account with Level 2 access has been activated by the USDA Service Center employee, vou should have access to conduct official electrome
business transactions with the TSDA wia the Internet.

The first time you use your account with Level 2 access, you will be asked to update your password to the Level 2 access password requirements

If you need fiurther assistance, please email the efAuthentication Help Desk at eAuthHelpDesk@fic.usda gov.

Figure 4: Activation Email
NOTE: Once you have completed this step, you have a valid Level 1 USDA Account and will

see the following screen. In order to obtain an activated Level 2 account you will need to
complete Step 5.
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Heme : About eAuthentication Help | Contact Us | Service Centers

Account Activation

§ Quick Links
& What is an account?

» Creata an account
Thank you, your account has been activated.

b Update your account
Employee Links If you are a USDA Federal Employee, no further action is needed.

+ Local Registration Please wait approximately 20 minutes from the time of activation before using this account,
PR L T _ If you are a public customer {or a non-USDA Federal Employee) of USDA and are
—: applying for a USDA Account with Level 2 access, vou will still need to visit a USDA
Service Center for identity-proofing if you have not already.

If you are a public customer (or a non-USDA Federal Employee) of USDA and are
applying for a USDA Account with only Level 1 access, no further action is needed.

Close Window

B =tuthenticstion Home | USDA.gaw | Accessibility Statement | Privacy Policy | Nen-Diserimination Statement

Figure 5: Account Activation

STEP 5 of 5: In-Person ldentity Proofing

The final step to obtain Level 2 access will require you to be identity-proofed: take your
government-issued photo ID (e.g. state issued drivers license) and present it in person to a USDA
Service Center where a USDA employee who is a Local Registration Authority (LRA) can
activate your account with Level 2 access. To find the nearest USDA Service Center offices go
to http://offices.sc.eqgov.usda.gov/ .

IMPORTANT NOTE:

Before you visit a USDA Service Center, please verify that all of your information on file with
USDA is correct. Incorrect data will result in failure of the in-person Identity Proofing Process.
To verify or update your information, go to the eAuthentication web site at
www.eauth.egov.usda.gov and click on “Update your account”, then log in with your User ID
and password. Select “Modify my profile” and make any needed changes.
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Employee Account Self-Registration Process
To obtain an Employee Level 2 USDA eAuthentication account, all USDA federal employees must go
to http://www.eauth.eqov.usda.gov/eauthEmployeeCreate Account.html. From here click Continue to

go to the Activate Your Employee Account information page, and then click Continue to proceed to
the registration form.

The five (6) steps to self-register are:

STEP 1 of 6: Registration Form Completion

STEP 2 of 6: User Information Verification

STEP 3 of 6: Account Information Form Completion
STEP 4 of 6: Account Details Verification

STEP 5 of 6: Activation Instructions Notification
STEP 6 of 6: Account Activation

STEP 1 of 6: Registration Form Completion

You are required to fill out the following fields:

DATA POINT CRITERIA

Social Security | As stated in your most recent Notification of Personnel Action, SF-50.

Number

Date of Birth As stated in your most recent Notification of Personnel Action, SF-50.

Agency Name | As stated in your most recent Notification of Personnel Action, SF-50.

Duty Station As stated in your most recent Notification of Personnel Action, SF-50.

Code

Service Comp. | As stated in your most recent Notification of Personnel Action, SF-50.

Date

First Name As stated in your earnings and leave statement, AD-334, from the indicated
pay period.

Last Name As stated in your earnings and leave statement, AD-334, from the indicated
pay period.

Home City and | As stated in your earnings and leave statement, AD-334, from the indicated

Home State pay period.

Net amount of | As stated in your earnings and leave statement, AD-334, from the indicated

paycheck pay period.

Pay Plan, As stated in your earnings and leave statement, AD-334, from the indicated

Grade, and Step | pay period.

You can optionally fill out the following fields:

DATA POINT CRITERIA

Middle Initial As stated in your earnings and leave statement, AD-334, from the indicated
pay period.
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After entering the information on the initial screen, click Continue.

€1 bmployes Account Creation - Step 1 of & Employee Information - Microsoft Internet Explorer
Be Ed Yew Fportes Tos bek

& 0one

Ok =

s [ P sewch rreverkes W meda £ 5 R -

v

&

s

Activate Your Employee Account

Emglayes Accaunk Creation Activate Your Emplayee Account Help
Step | of 6 Employes Tnfarmation

D0 HOT REGISTER FOR YOUR ACCOUNT WITHOUT USING THE INFORMATION PROVIDED
O THESE DUCUMENTS,

= Your most recent Notification of Personnel Action - 5F-50
® Fuur PAY PERIOD 13 AD-334 - Earnings and Leave Statement
* Or, Forest Service Cmployee Registration Data

(oruvided via mmail to Forest Servies Enployees)

The information you enter must be exactly as it appears on the SF-50 and the AD-334 or
risk registration failure.

Hend Helpt

Required fiekds ara marked with an asterisk (*),

5N from SF-50 Box 2% . . srs-rs-nensy

Dats of Birth fram 5F [rrrym—
Agency Mame from S

Duty Station Cede fro

H

nmneddeyy

Hiddle Infial from 40334

Last Mamme fram AD-334%: Mo punctuation, spaces, or suffes
State from the Mailing Address on

AT

City from the Mailing Address on AT v
FEvly i

7|

The MLT amount of paveheck on

R

Figure 1: Registration Form

STEP 2 of 6: User Information Verification

On the following screen, verify the information and then click Next.

F\ Employee Account Creation - Step 2 of & Employes Information Confirnsation - Micresaft Internet Explorer

Fle Edt Wew Fgeotes Took  Hep

Qe -

£

W @ fn O Search rFavorkes o Meds £ 4

gers do

Home | Aboul eAutheniication | Help | Contact Us | Servio Centers
Your Employee ount
smplayan Aecount Craatice Activate Your Employes Accomn

Step 2 of 6: o « Information Confirmation

Please review and verify your account infarmatian

o b mitared will bin varifind against pous NFC parscanel sad payroll 1o canfirm pour
usDa.

This information must be correct. Any incorrect dats will delay your sccount activation.

€lick the back button to make changes or click the Submit buttan te continue the registration pracass.

SN From SFS0 Box 2% 000-00- 6000

DCiate of Birth from SF-50 Box 3 01/01/1970

Agency Name from SF-50 Biox 2% Unknomn

Duty Station Code from 5F-50 Box o nnnn nnn
)

Sarvicn Comp. Dt from SF-50 895 g1 101 gg
First Mame from AD-334%: Employes
Middle Intial from AG-33:
Last hiam fros

" User
State from the Mading address an ag:

istrict af Columbia

Sty froem the Hailing Address an 4D
Sy f Washington

The WET amoust of paycheck on the
R334 for the idartifind Pay Pariod.  $OOOD0.00
Minus seny teaval andfor avesrds:®

‘What is your Pay Pian, Grade and
Step? From Upper Right Hand Cormer AD-00-00
[Back ][ submit]

ARUthARELAtEn Mama | USDA gov | Accaraibiliy Statamant | Brvasy Pobey | Nor Diseimnstion Statamant

B 8 et

=g
i

Figure 2: User Information Verification

STEP 3 of 6: Account Information Form Completion
On the next screen, you are required to fill out the following fields:
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DATA POINT CRITERIA

User ID User ID must be 6-20 characters in length.
Password e 9to 12 characters long
e Contain at least one uppercase letter
e Contain at least one lowercase letter
e Contain one non-alphabetical character, which includes numbers
and/or these special characters:
1#-$%*=+:;,?7~

In addition:
e Your password may not contain your first name, last name, User
ID, Mother’s Maiden Name, Date of Birth, 4-digit PIN, and
security questions or answers.
e Do not use dictionary words, spaces, tabs, or any other special
characters not listed above.
e Your password will expire after 180 days.

Email Address | Please enter a valid working E-Mail address.

Mother’s Please enter your mother’s maiden name for security verification purposes.
Maiden Name

4 Digit PIN Please enter a PIN number

Date of Birth Please enter exactly as on your State Driver’s License, State ldentification

Card, or Passport.

After entering the information on the initial screen, click Next.
STEP 4 of 6: Account Details Verification

On the following screen, verify the information that you entered and then click Submit.
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F‘ Employes Account Creation - Step 4 of 6 Account Details Confirmation - Micresoft Internet Explarer

Fle Edt Wew Fgeorkes Joob Help i

O Badk -

&

U Sewch U Favortes o Meda £ )

Ermployes Account Creation Activate Your Fmplayee A

Step 4 of 62 Acc. Details Confirmation

Ploase review and verify your aceou

.
. s
.l

wour PIN 8 number that you wil remember?
You cannot change your User 10 or BIN once pou have submitted this page.
1t is vital that you remember your User 1D, Passwerd and 4 Diglt PIN,

Click the Back butten to make changes or click the Submit button to camplate your USDU Employes Account activation.

EmployeeliserlD

FirstrdameFive
[]

i Marknting Service
=**hgk Shown® " *
employee@email.com
Clevelan
hin
Maiden
1234
Date of Birth*: 12/12/1950
[Back ] Submit

asutharnicatin Marma | USDA gov | Atcassibility Statarmant | Priveey Belicy | Men-Dissriminstion Statarnant

8 ® vl

Figure 4: Account Details Verification

STEP 5 of 6: Activation Instructions Notification

After submitting your account information, the following screen informs that an activation email
will be issued to you communicating your registration status and the necessary steps to complete
the Employee Credentialing process. Print this page for your future reference.

€] Employes Account Creation - Step 5 of 6 Check Email - M rosoft Internet Explorer E‘i‘w

O [& tew
3 Bk -
igiress i)

Favorkes  Tocks el

W | 2 search Favaritrs W Heda 80 n

USDIAL unsed sies Dvoarman ot sgresmee

S /S0A eAuthentication

Employes Account Crestion Activate Your Employee Account Help

step 5 of 6: Check Email

Congratulstions, enly one mare step to complate your registration!

Feu ghould receive o confirmation emad within 1 hour from eAUtRHelpDEskBusda.qov with the subject Ine of ‘Astvste Your
USDA Employee Account with Level 2 Access within 7 days’
= o ix s simple as clicking a lnk to activate your sccount, Tou cannet e

on eenplayas credential, it wil becama your sfficisl electronic identity anling
I a protecting pour passward and the securly questions that you stored (Mother's
Maiden Name, PIN, snd Date of Birth] - it is your responsibibty to keep thes slectrons dertity Drivate 13 prevent identity theft
Please do nat share this password or write it domn in an insecure lecation,

1 yous do h e s 24 heurs, contast the USDA eduthesticstion Help
r

il wikh the activation l hin
lease provide the following information in your request for assistance:

# Tour first and last name
& Tha Usar 1D that you trasted
ad address that you used when regrsbersg

® The name of yaur emaloying sgency
+ The date you registered

Figure 7: Activation Instructions
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STEP 6 of 6: Account Activation

You must verify your email address by clicking on the ACTIVATE MY ACCOUNT link within

this email. Once you have completed this step, you have a valid Level 2 access USDA Employee
Account.

1 Retion Requited: lstoutions to Activate Your USDA Employes Account with Level 2 Access - Message (HTHL) MEX
DB ES fow [et Fomot Jooh  Adiom  Heo
ikt | netton) | g bummed | (d ) 21 XK e s e s A ch e

Frome  etutHepesusda gnv Serk: Wed T20/2005 6:21 M
To:

e

Subipect: Imtnutions ta At anss

Empleyee Account Creation
Htep 6 oof & Link to Account Activation page

Congrabdasions EmployeeUsesD, you have succersfilly created a USDA account weth Level 2 access
A the fmal step to the regivtration process vou must do the following before von can nze your emploves accomt with Level 2 access:
1. Please wait approximately 20 minmtes from the veceipt of this smail before you can activate your acconnt with Level 2 access

L. Activate your account within 7 days of the receipt of this email.
3. Click ACTIVATE MY ACCOUNT

The Tser I you created is: EmployeeserD
NOTE: Forest Servace wsers will hive a shortened Tser ID displayed
The ernal address you provided is

Flease print and retam this meszage for vewr funre veference.

For teckencal assistarsce with the USDUA eAutbentication system o your employes account, please contact the USDUA efuthenticaton Help Desk at
eAuthHelpDesk fiusda gov

Please inchude the ollowing infarmation in your emad

o Your first and Last name

« Your eAuzhenscation User [D

+ Indeate whether you are a federal emmployes

« The name of your smploying agency

« The URL (Web Address) of the Web ste or apphication you were amempting 1o accsss
« The text of any emor messages and a detaded description of the problem

Account Activation Problems: I you have wouble with the Activate My Account bnk above, please copy md paste the followsg bnk into your browser address (%

Figure 8: Activation Email

NOTE: If your registration completed successfully, you have a valid Level 2 USDA Account
and will see the following screen.

USDA United States Department of Agriculture
S USDA eAuthentication

ey

Home : About eAuthentication; Help i ContactUs | Service Centers

QulcdCinks Account Activation

+ What is an account?

I Create an account

[ AL T Rl Thank you, your account has been activated.

Employee Links If you are a USDA Federal Employee, no further action is needed.

+ Local Registration Please wait approximately 20 minutes from the time of activation before using this account.

Authority Login If you are a public customer {or a non-USDA Federal Employee) of USDA and are
applying for a USDA Account with Level 2 access, you will still need to visit 3 USDA
Service Center for identity-proofing if you have not already.

If you are a public customer {or a non-USDA Federal Employee) of USDA and are
applying for a USDA Account with only Level 1 access, no further action is needed.

Close Window

[ =ruthentication Home | USDA.gov | Accessibility Statement | Privary Policy | Man-Discrimination Statement

Figure 9: Account Activation
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For assistance with USDA eAuthentication account issues, please contact the ITS
Service Desk at: eauthhelpdesk@ftc.usda.gov or 1-800-457-3642.

You may also view answers to frequently asked questions about USDA eAuthentication:
https://app.eauth.egov.usda.gov/AccountServices/MainPages/eauthFAQ.aspx
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